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ABSTRACT The spread of misinformation on social media platforms such as Twitter has significant societal
implications, including influencing public opinion and causing trust issues with information sources. Our
research addresses the critical question: How does misinformation propagate through Twitter, and what are
the key factors influencing its spread and longevity? We conducted an extensive analysis of the dynamics
of misinformation dissemination using an annotated collection of tweets. Our methodology integrates
network science metrics and community detection algorithms to study influential accounts and analyze their
impact on misinformation spread. We developed and implemented an algorithm that predicts the potential
reach and longevity of tweets by considering account influence, network centrality, tweet readability, and
multimedia presence. Our findings reveal that network structures, as well as influential accounts identified
through centrality and popularity based metrics, significantly affect the dissemination and persistence of
misinformation. The results from our impact analysis algorithm highlight the inclination ofmisinformation to
spread more widely and persist longer than truthful information. This study provides a deeper understanding
of the structural and content-related aspects of misinformation spread on Twitter, contributing valuable
insights into combating the influence of misinformation on social media platforms.

INDEX TERMS Misinformation spread, COVID-19, data science, large scale networks, network analysis.

I. INTRODUCTION
The dissemination, sharing, and consumption of misinfor-
mation continue to have serious implications in many areas
of our lives, from politics to health [1]. Misinformation
spread on social networks is complex and affected by
several aspects such as network structure, user behavior,
and content attributes [2], [3]. Understanding the spread of
misinformation on social networks is crucial for creating
successful methods to counteract the negative impacts
and protect the healthy dynamics of public conversations
and democratic systems [4]. There is much research on
dissemination of information, whether true or false [5] on
X/Twitter [6], [7], [8], also on echo chamber effects of
algorithmic recommendation systems [9]. However, there are
still many open questions on the topic of misinformation
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in social networks in general, both on centralized as well
as on decentralized platforms. This paper focuses on an
analysis of the structural characteristics of a large dataset
on COVID-19 vaccination-related discussions to determine
important individual and network indicators that impact the
spread of misinformation. We analyzed the interplay of
network structure, temporal dynamics, and user behavior in
the spread of misinformation with the aim of proposing mit-
igation tactics. Our focus was on patterns of connectedness,
individual impact by studying network-topology, community
structure, the frequency of posts by influential users, and
the influence of time on the transmission of information.
We investigated how misinformation affects online user
behavior in terms of reactions by examining user interactions
and engagement metrics related to misinformation. Our goal
is to provide practical insights and suggestions to reduce the
negative impact of misinformation in networks.
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The rapid dissemination of misinformation on social
networks, especially during public health crises like the
COVID-19 pandemic, has emerged as a significant concern.
This study examines the spread of misinformation on
social network data by leveraging social network analysis
(SNA) metrics, including in-degree, out-degree, and various
centrality measures. We propose a novel process design
that harnesses social network data from platforms such as
Twitter to analyze the involvement of non-trusted accounts in
spreading misinformation, supported by a proof-of-concept
prototype. The proposed prototype encompasses modules
for data collection, data preprocessing, network creation,
calculation of centrality metrics, community detection,
and analysis of misinformation spread. We conducted an
empirical investigation on a dataset related to COVID-19
discussions on Twitter, utilizing the aforementioned metrics.
The results underscore the efficacy of our approach and pro-
cess steps, offering valuable insights into the application of
centrality metrics in discerning various influential parameters
in misinformation propagation within social networks.

A. RESEARCH QUESTIONS
The focus of our study is to investigate the properties
that influence misinformation spread, considering individual
account influence, network structure, and time-based analy-
sis. In our work, we present the following research questions:

1) What is the correlation between centrality metrics
and the spread of factual information against mis-
information in retweet, reply, and mention networks
on Twitter during discussions around the COVID-19
vaccinations?

2) What are some other metrics, beyond the well-known
centralities, that can be included in a comprehensive
method for analyzing the spread of misinformation on
Twitter?

3) What is the impact of account popularity within
social networks on the speed at which misinformation
spreads, and which factors lead to variances in the
rate of misinformation dissemination across different
network structures?

4) To what degree do individuals in social networks
exhibit a greater inclination to propagate false infor-
mation as opposed to sharing genuine information, and
which elements contribute to the varying rates at which
these two forms of content are spread?

This paper is organized as follows: We first discuss the
spread of misinformation and emphasize the significance of
investigating its effects on social networks. We then establish
the aims of our research by specifying the main research
inquiries and objectives. Next, we evaluate literature on
misinformation dynamics, network analytic methodologies,
and actual results from past research. We outline our
methodology for data collection, preparation, and analysis
after reviewing the literature, with an emphasis on the
analytical tools and statistical models used. We subsequently

share the findings of our empirical research, which includes
descriptive data, network features, temporal dynamics, and
user interaction patterns related to the propagation of
misinformation on Twitter. We analyze our results in relation
to extant literature, clarify theoretical implications, and
explore practical implications for addressing misinformation.
In conclusion, we will summarize our main discoveries,
delineate our contributions to this field of study, and provide
suggestions for future study paths.

II. LITERATURE REVIEW
The dissemination of false or misleading information through
social networks, known as ‘misinformation’, has been
extensively studied in recent years. Vosoughi et al. [3]
analyzed more than 126,000 news stories on Twitter and
found that false information spreads faster, reaches a wider
audience, and has a greater impact than true information,
which highlights the challenges misinformation poses on
social media platforms. Gabarron et al. [10] examined the
spread of misinformation about COVID-19 on Twitter and
observed the significant role of network structure and user
involvement in making erroneous narratives go viral. Their
findings underscore the necessity of interventions to mitigate
misinformation spread and promote accurate information on
social media.

A comprehensive analysis by Lewandowsky et al. [7]
explored the cognitive, social, and technical elements that
influence the spread of misinformation, to better understand
the complex nature of the phenomenon. Pennycook et al. [8]
conducted experiments on the efficacy of such interventions
as warnings and corrections, and concluded that adding warn-
ings to fake news items can improve the perceived accuracy
of stories without warnings. These studies highlight the need
for sophisticated approaches to combat misinformation.

Industry reports and case studies provide additional
insights into the prevalence and impact of misinformation
on social networks. Twitter’s Transparency Report [11]
details measures taken to address misinformation and
manipulated media, while platforms like Facebook intro-
duced fact-checking programs, content-moderation policies,
and algorithm adjustments. Despite these efforts, however,
the effectiveness of such initiatives remains contested,
highlighting the need for ongoing empirical research and
evidence-based strategies to address misinformation.

Theoretical frameworks from communication, psychology,
sociology, and network science offer different perspectives
on misinformation spread. The two-step flow theory [12] and
selective exposure [13] suggest that individuals encounter
misinformation through both media exposure and interper-
sonal interactions, which leads to broader dissemination.
Network theories, such as the small-world model [14] and
preferential attachment [15], explain how network structures
facilitate rapid information flow and the emergence of
influential nodes that significantly impact the spread of
misinformation. Cognitive theories, such as Chaiken’s [16]
cognitive miser hypothesis and the elaboration likelihood
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model [17], provide insights into how individuals process
and react to misinformation, and often rely on heuristics
and peripheral cues. These cognitive biases, combined with
network dynamics and social influence mechanisms, enhance
the spread and acceptance of false information on social
networks.

Advanced network analysis techniques are crucial to
understanding misinformation dissemination. Researchers
employ such methods as network visualization, centrality
measures, and community detection to analyze the structure
and dynamics of misinformation spread. Additional studies
have used retweet networks [9] and centrality indicators [18]
to identify key influencers and clusters that facilitate the
propagation of misinformation. A temporal network analysis
further elucidates how social networks evolve and how
information cascades propagate over time [19].

In addition to traditional user aspects like engagement
rate and centrality measures, recent study has investigated
the incorporation of more sophisticated characteristics for
the analysis of misinformation. Qureshi et al. concentrated
on the source-oriented categorization of misinformation and
the identification of deception on Twitter [20], [21]. They
emphasized the significance of examining the information
source and the associated network characteristics, rather
than depending only on content attributes or user behavior.
Recent research has further developed standard techniques
by using community-aware centrality measurements. Rajeh
& Cherifi emphasize that community-aware metrics account
for both local impact inside a community and the wider
inter-community effect [22], [23]. These studies suggest
that certain nodes, while not globally central, can still
significantly affect the spread of information within tightly-
knit subgroups.

Despite significant progress, gaps remain in our under-
standing of misinformation dynamics. There is a need for
comprehensive studies that integrate individual, network, and
content-related factors. Moreover, research on the long-term
effectiveness of interventions and the potential of emerging
technologies such as artificial intelligence and blockchain
to combat misinformation is limited [24]. Future research
should adopt a multidisciplinary approach that combines
insights from various fields to develop effective strategies for
maintaining information integrity in the digital age.

III. METHODOLOGY
We used a mixed-methods approach to examine the dynamics
of misinformation’s on social networks, with a specific focus
on Twitter as the primary platform. Our research integrates
quantitative network analysis and qualitative content analysis
to explore the mechanisms of misinformation transmission
and its impact on network characteristics. We utilize net-
work science and ML techniques to uncover the structural
and dynamic attributes of misinformation dissemination.
Through this approach, we aim to identify significant
influencers, patterns of transmission, and structures within
communities that have crucial roles in the spread of

misinformation. This methodological framework seeks to
provide a comprehensive understanding of the network-based
characteristics of misinformation dissemination, thereby
contributing to the development of more effective strategies
tomitigate its impact on social networks. Our frameworkwith
which we work on our analysis is illustrated in Figure 1.

The study utilizes the CoVaxxy dataset [25], a large
collection of raw tweet IDs related to COVID-19 vac-
cination discussions. Coordinated by the Observatory on
Social Media (OSoMe) at Indiana University, this dataset
provides a valuable resource for examining the relationship
between online information dissemination and public health
practices [26]. The CoVaxxy database features a real-time
updating mechanism and includes a web dashboard that inte-
grates tweets with vaccination rate data and survey insights,
facilitating a comprehensive analysis of both descriptive
and inferential statistics related to COVID-19 vaccination
discussions.

However, it is crucial to acknowledge that the ability
to access particular tweets was restricted due to privacy
configurations or account deactivations. This study utilized
the tweet IDs provided by CoVaxxy to extract data within a
specific one-month timeframe from March 1 to March 31,
2021. A rigorous batch processing procedure preserved data
integrity and privacy, focusing on tweet IDs, network struc-
ture, and tweet content. Personal identifiers were removed,
and the data was transformed into a structured format,
resulting in a CSV file that assisted in the network analysis
stage. This file contained interactions such as mentions,
replies, and retweets, essential for understanding the sharing
patterns of information on Twitter.

In the domain of large-scale network analysis, specifically
in research centered on the propagation of misinformation,
the utmost importance is placed on the quality and depend-
ability of data annotation. The data annotation methodology
employed in this study utilizes the ‘‘Iffy.news’’ platform
specifically designed for identifying and categorizing sources
deemed unreliable within the digital information landscape
[27]. The aforementioned tool plays a crucial role in
our automatic labeling procedure, effectively differentiating
tweets that reference or directly connect to content considered
unreliable. By incorporating the use of ‘‘Iffy.news’’ in
conjunction with a well-curated compilation of unreliable
sources, from prior scholarly investigations [26], [28],
we enhance the accuracy of our endeavors to identify
misinformation. The automated categorization of Twitter
content as misinformation is a proactive and crucial strategy
in combating the widespread dissemination of false narratives
on the internet. By categorizing tweets linked to or originating
from questionable sources, we also make a contribution
towards the overarching objective of safeguarding the
truthfulness of online communication, that can be used
in automated tools. Our data annotation technique does
not assert infallibility but instead recognizes the inherent
constraints of relying on external sources to assess the
authenticity of content.
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FIGURE 1. Visualization of the methodology employed to identify and categorize misinformation within Twitter data. This figure illustrates the steps
involved in the data collection, preprocessing, and network analysis used to analyze the dissemination patterns of misinformation on the social media
platform.

The network analysis component specifically targets the
analysis of networks using our Twitter use-case. This text
explores the process of creating network graphs and iden-
tifying essential network-based characteristics that are vital
for understanding the dynamics of information transmission.
By using distinct networks for retweets, mentions, and
replies, we get a profound understanding of the complex
relationships among individual users and the dynamics of
content dissemination. The network graph has nodes that
represent Twitter users or accounts, and edges that signify
interactions between them [29].

A. STATISTICAL ANALYSIS
This part focuses on conducting a statistical analysis of
the data that we collected. We conducted a thorough
investigation into the presence of misinformation within
the dataset obtained from Twitter. The analysis involves
determining the proportion of misinformation tweets in
relation to the overall number of tweets on a daily basis
over the course of a month. By quantifying the daily
fraction of tweets containing misinformation, we are able to
identify temporal patterns and variations in the transmission
of misinformation. This provides valuable insights into the
dynamics of misinformation propagation over time.

Drawing upon the knowledge acquired from the analysis
of misinformation, we proceed to conduct a comparative
examination of the overall number of tweets and the count of
misinformation tweets for each day of the month. Figure 2

FIGURE 2. Amount of tweets posted in March 2021.

displays the number of tweets posted in March 2021.
By employing statistical analysis, we aim to clarify the
proportionate impact of misinformation tweets on the total
volume of collected Twitter conversations. This analysis
allows us to identify patterns of misinformation amplification
and user interaction over various time intervals.

In order to enhance the depth of our study, we conduct
comparative examinations across several classifications of
tweets, including a) misinformation as opposed to non-
misinformation, b) high-engagement as opposed to low-
engagement, and c) influential users as opposed to ordinary
users. By employing statistical testing and visualization tools,
we aim to clarify noteworthy disparities and correlations
within these categories, thereby revealing valuable insights
into the factors that influence user engagement and the
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distribution of content. In addition, we conduct a network
interaction analysis to identify significant changes and trends
within the information obtained.

Upon completion of the annotation process, a thorough
CSV file is generated, including the ID of each tweet, the
textual content, and a flag indicating its reliability level.
This document functions as a fundamental element for
our analysis, facilitating a comprehensive exploration of
the dynamics of misinformation within our dataset. The
fundamental basis of our annotation technique involves
conducting a comparative analysis between our dataset and a
compilation of unreliable sources obtained from ‘‘Iffy.news.’’
This database, known for its meticulous evaluation of
the accuracy of news outlets, provides a vital standard
for differentiating between reliable and dubious content.
Following the methodologies employed in previous research
that utilized CoVaxxy Twitter data, we too rely on this
essential resource to guide our automatic tagging procedure.
Figure 3 illustrates the density of reliable and unreliable
sources in tweets for the month of March 2021.

FIGURE 3. Density of tweets posted from reliable and unreliable sources
for March 2021.

The results of our study indicate that a relatively small
proportion, ranging from 1% to 2%, of the tweets gathered
between March 1 and March 31, 2021, were classified
as misleading. The presented statistical data highlights
the widespread occurrence of misinformation in online
communication, though it is important to note that this
represents only a small portion of the broader conversations.
The aforementioned distribution provides insight into the
magnitude of misinformation within social media platforms,
underscoring the vital nature of our annotation endeavors
in analyzing and comprehending the complexities associated
with the dissemination of misinformation.

B. COMMUNITY DETECTION
In the pursuit of comprehending the mechanisms underly-
ing the dissemination of misinformation on social media
platforms such as Twitter, it becomes crucial to deter-
mine the establishment and configuration of communities
within these digital environments. The approach we employ
utilizes sophisticated community detection algorithms to
decipher intricate networks, with a specific emphasis on
the Girvan-Newman and Louvain methods due to their

proven effectiveness in identifying significant clusters in
large social networks. Figure 4 illustrates a community graph
generated using the Louvain technique. The graph represents
the retweet, mention, and reply network observed onMarch 5,
2021.

The Girvan-Newman method is well-known for its effi-
ciency in community identification through the gradual
elimination of edges from the initial network. This algorithm
operates on the principle of edge betweenness. Edge between-
ness quantifies the shortest pathways that traverse an edge.
The Girvan-Newman method is a valuable tool for analyzing
Twitter data as it successfully partitions the network into
discrete groups by repeatedly eliminating edges with the
highest betweenness. The usefulness of this approach lies
in its capacity to reveal the underlying structure of the
network through the process of deconstructing layers of
interconnection, thus enabling us to perceive the inherent
partitions within the dataset [30].

On the other hand, the Louvain method presents a more
effective strategy for community discovery by employing a
hierarchical clustering algorithm. It aims to enhance modu-
larity in large networks by employing a two-step procedure.
Initially, each node is allocated to its own community, and
subsequently, these communities are iteratively combined to
maximize the modularity score of the network. This approach
is well recognized for its rapidity and capacity to handle
large amounts of data, making it well-suited for evaluating the
extensive datasets that are typical of social media sites. The
Louvain method’s capacity to effectively manage extensive
networks while maintaining the integrity of the identified
communities renders it indispensable for our inquiry into the
dissemination of misinformation on Twitter [31].

Our study utilizes the Girvan-Newman and Louvain
algorithms to gain a thorough understanding of commu-
nity structures in Twitter networks by combining their
respective capabilities. By employing this dual methodology,
we are able to precisely identify groups of users who
engage in more regular interactions, thereby establishing
communities. The comprehension of these communities has
significant importance, as it allows for the examination of
the dissemination of misinformation or reliable information
within certain groups, thus offering valuable insights into
the methods by which information is propagated on social
media platforms. Consequently, this provides us with the
information necessary to create specific metrics designed
to reduce the spread of false information, particularly in
sensitive subjects like COVID-19 vaccinations.

C. INFLUENTIAL-NODE DETECTION
The purpose of the Influential Node Detection Module is
to identify significant nodes in the network by computing
several metrics such as centrality, popularity, and link-based
metrics. This module is crucial for identifying key persons
who serve as leading propagators of false information.
Through utilizing their influential positions within the
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FIGURE 4. Visualization of communities using the Louvain method on March 5, 2021.

network, these people have the ability to exert influence
on a diverse group of users. Identifying these important
people allows for a focused strategy in comprehending and
reducing the dissemination of misinformation, enhancing the
field by offering a comprehensive comprehension of both the
structural and content-related aspects of misinformation on
the Twitter platform.

D. CENTRALITY-BASED METRIC CALCULATOR
This sub-module evaluates nodes based on their centrality
within the network, divided into in-centrality and out-
centrality metrics. In-centrality metrics are based on the
incoming connections to a node, highlighting its ability to
attract links, whereas out-centrality metrics are based on the
outgoing connections from a node, indicating its influence in
terms of dispersing links.

In-centrality metrics that assess network topology and
connectivity include degree centrality, which measures the
number of connections a node has. Nodes with higher
degrees are deemed more significant due to their extensive
connectivity, enabling them to exert considerable influence
within the network. Betweenness centrality [32] quantifies
how frequently a node appears on the shortest paths between
other nodes, thus acting as a mediator or connector across
different network segments. Such nodes are critical for
maintaining network cohesion, and their removal can lead to
fragmentation. Closeness centrality [32] measures how effi-
ciently a node can reach other nodes, calculated as the average
distance from the node to all other nodes. Nodes with higher
closeness centrality have shorter paths to others, indicating
greater efficiency and importancewithin the network.Metrics
incorporating the importance of connections and information
flow include eigenvector centrality, which evaluates a node’s
influence based on its connections and the centrality of its
neighbors. Nodes with high eigenvector centrality [33] are
well-connected to other influential nodes, making them piv-
otal in information dissemination. Harmonic centrality [34]
measures the significance of a node by summing the inverse
distances of its shortest paths to all other nodes, indicating
rapid accessibility and effective communication capabilities

within the network. Load centrality [35] assesses a node’s
importance by evaluating the volume of traffic, such as
information or resources, that passes through it. Nodes with
high load centrality are key connectors, facilitating significant
portions of the network’s total flow. Katz centrality [36]
evaluates a node’s importance by considering both direct
and indirect connections, weighted by a decay factor. This
metric highlights nodes with numerous direct connections
and significant indirect linkages, emphasizing their roles in
information flow and influence across the network.

The implementation of the sub-module commences with
the intake of preprocessed social network data, which subse-
quently undergoes a sequence of computational procedures
to compute the aforementioned metrics related to out-
centrality. The module utilizes well-established techniques
and methodologies to calculate out-degree centrality. This
is done by evaluating the number of outgoing connections
each node has, helping identify nodes that have significant
interactions and influence within the network [37]. Similarly,
the assessment of proximity degree involves calculating the
average distance from one node to others, serving as an
indicator of how easily a node can reach other parts of
the network, thus reflecting its strategic positioning [38].
The determination of rank degree examines the hierarchical
placement and the outward influence of nodes, revealing
those that possess higher levels of authority and control
over information dissemination [39]. By analyzing these out-
centrality metrics, the module can identify nodes that play
pivotal roles in spreading information and shaping network
dynamics.

E. POPULARITY-BASED METRIC CALCULATOR
This sub-module incorporates metrics that assess node
popularity based on link architectures. HITS identifies
nodes that possess strong authority and hub qualities [40].
The utilization of these algorithms cumulatively aids in
the recognition of significant actors and important entities
inside the network, which is crucial for comprehending the
mechanisms of misinformation dissemination. Within the
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network, the module performs calculations to determine the
Authority Score and Hub Score, which serve to evaluate
the legitimacy and connectedness of nodes. The Authority
Score quantifies the reliability and proficiency of nodes,
whereas the Hub Score assesses their inclination to establish
connections with authoritative sources. The aforementioned
ratings provide significant insights on the dependability
of information sources and the channels through which
misinformation spreads within the network. This is essential
for understanding the mechanisms that drive the spreading of
misinformation.

F. LINK-BASED METRIC CALCULATOR
This sub-module employs algorithms to assess the impor-
tance and prominence of nodes by examining their patterns
of connection. The PageRank metric determines the sig-
nificance of a node by examining both the amount and
quality of links directed towards it, taking into account not
just the number of connections but also the value of the
connecting nodes. Nodes that have high PageRank scores
are considered prominent, serving as central hubs in the
network. This measure has been extensively used in many
fields, such as social network research, information retrieval,
and web mining. Recent research has further investigated
the effectiveness of PageRank in finding significant nodes in
networks that are constantly changing and developing. Our
approach integrates PageRank as a measure that relies on
links to better understand the impact of prominent nodes in
spreading misinformation on social networks.

IV. MISINFORMATION EFFECTS/IMPACT ANALYSIS
The proposed analysis in Figure 5, aims to predict the
impact factor of a tweet, similar to the impact factor used
in academic journals, serving as an indicator of its potential
reach and longevity within a social network. This algorithm
integrates user profile data, network characteristics, and
tweet-specific features to generate a comprehensive pre-
diction. By analyzing historical engagement data, we get
valuable insights into how widely and for how long a
tweet is likely to be disseminated. The procedure involves
gathering and preprocessing data from tweets, identifying
significant characteristics, creating feature vectors, and utiliz-
ing machine learning models to achieve precise predictions.
The knowledge acquired from this experiment can assist users
in enhancing their content strategy, maximizing audience
engagement, and efficiently managing their online presence.

A. ML MODEL
In order to streamline the process of training and evaluating
the model, we partitioned the 30-day tweet data into two
segments. The initial 15 days were allocated for the purpose
of training and evaluating the machine learning models,
while the subsequent 15 days were set aside for generating
forecasts. This temporal division enables us to train the
models using a sample of the data that accurately represents
the entire dataset, while also keeping a distinct set aside

for testing the model’s ability to make predictions on new,
unknown data.

B. FEATURE EXTRACTION
Feature extraction is an essential phase in our process, when
we obtain significant characteristics from the unprocessed
tweet data. The features were classified into three primary
categories:

• Network Features: These features are designed to
gather numerous metrics that measure the structural
characteristics and influence inside the Twitter network.
These metrics include centrality measurements such
as degree centrality, betweenness centrality, and close-
ness centrality. Furthermore, link-based metrics like as
PageRank are employed to comprehend the connection
and importance of members within the network.

• Tweet Content Features: This category encompasses
characteristics that are associated with the actual content
of the tweet. Our analysis takes into account various
parameters, including the use of hashtags, mentions,
URLs, the length of the tweet, and the sentiment
conveyed. Understanding how the content may impact
the reception and dissemination of a tweet is dependent
on these essential elements.

• Tweet Author Features:These features consist of many
attributes related to the author of the tweet. These
attributes include their impact score, which is deter-
mined by previous interactions and visibility, as well
as their degree of activity and historical patterns of
engagement. These characteristics offer understanding
into how an author’s profile and activity can influence
the tweet’s reach and duration.

Weighted Assignment Step: We outline the process of
weight assignment for calculating user influence. This
methodology describes how weights are assigned to param-
eters in the algorithms used in this investigation according
to their respective levels of relevance. To evaluate user
influence, we consider four main criteria: Follower Count,
Engagement Rate, Respond Rate, and Verified Status. Each
criterion is assigned a weight based on its relative importance,
following a structured pairwise comparison process. Based
on expert input, we established the relative importance
among the criteria as follows: Followers Count is the most
important criterion, Engagement Rate and Respond Rate are
of equal importance, and Verified Status is the least important
criterion. The pairwise comparison matrix for these criteria is
constructed in Table 2.

TABLE 1. Normalized criteria weights.
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FIGURE 5. Data collection, feature extraction, model training, and prediction for misinformation effect analysis.

TABLE 2. Comparison matrix for the user influence parameters.

In order to calculate the weights, the matrix is normalized
by adding up each column and dividing each element by the
sum of the column. The outcomes are displayed in Table 1,
and the respective weights are as follows: Followers Count
(0.4425), Engagement Rate (0.1753), Respond Rate (0.1753),
andVerified Status (0.0700). The Engagement Rate is divided
into four components: Retweet Rate, Reply Rate, Mention
Rate, and Other Tweet Rate. The Retweet Rate is the primary
criterion, while the Reply Rate andMention Rate hold similar
significance. The Other Tweet Rate, on the other hand, is the
least important criterion. By normalizing this matrix and
calculating the average of the rows, we obtain the following
weights: Retweet Rate (0.519), Reply Rate (0.201), Mention
Rate (0.201), and Other Tweet Rate (0.079). The Respond
Rate is determined by four parameters: Like Count, Quote
Count, Reply Count, and Retweet Count. Each parameter is
given a weight of 0.25, indicating its equal importance.

C. FEATURE VECTOR CONSTRUCTION
The process of constructing the raw feature vector (1), as
shown at the bottom of the next page, involves organizing
the retrieved features into a structured format that may be

utilized for modeling purposes. The raw feature vector has
the following elements:

• User Influence: Combines follower count, engagement
rate, respond degree, and verification status to estimate
the user’s potential to disseminate content.

• Network Metric Type: It determines which type of
metric we measure. It is one of the centrality, popularity
and link based algorithms we use.

• Metric Value:Vector element that holds the value of the
selected algorithm

• Readability: Evaluates how easily the tweet can be read
and understood, which may affect its engagement.

• Multimedia Presence: Indicates if the tweet includes
images, videos, or other media, which typically
increases engagement.

D. FEATURE VECTOR LABEL CONSTRUCTION
In order to generate the labels for our feature vectors,
we specifically concentrated on two crucial factors: reach and
longevity.

• Reach: This designation indicates the level of interac-
tion that a tweet has garnered. The metric is determined
by adding together the reactions (retweets, mentions,
replies, likes) and the number of followers the author
has. This metric allows us to precisely estimate the
immediate influence of a tweet inside the network.

• Longevity: This designation signifies the length of
time during which a tweet stayed active and garnered
engagements. We monitor the duration after the tweet’s
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publication in which it continues to garner responses.
For example, if a tweet receives interaction for ten
consecutive days, its lifespan value is assigned as 10.

E. FEATURE PREPROCESSING
Before training our models, we implemented a preprocessing
step to address high results and any anomalies. We utilized
the Interquartile Range (IQR) technique to detect and
eliminate anomalies from the dataset. This method utilizes
the interquartile range to identify data points that deviate
significantly from this range. Following the preprocessing
stage, we acquired two matrices that were labeled accord-
ingly: one for the reach vector (2), as shown at the bottom of
the page, and another for the longevity vector (3), as shown
at the bottom of the page. Each of these matrices consisted of
around 300,000 rows, providing a thorough representation of
the dataset.

F. MODEL SELECTION
To predict the reach and longevity of tweets, we employed
several machine learning and deep learning models. We focus
on four models: Random Forest, Gradient Boosting,
XGBoost, and Long Short-Term Memory (LSTM).

Random Forest is an ensemble learning technique that
builds numerous decision trees during training and produces
the average prediction or majority vote of the trees. Its
widespread usage spans both regression and classification
problems, owing to its resilience against overfitting and its
capacity to handle vast datasets with numerous characteris-
tics. Random Forest is most effective when there is a complex
relationship between the features and the target variable, and
when the dataset contains numerous categorical variables.
Random Forest offers some key benefits, including as its
resilience, effectiveness, and capacity to provide insights
on feature importance. However, it has a few limitations,
including its high computing requirements when dealing with
huge datasets and its limited interpretability compared to
individual decision trees [41].

Gradient Boosting is an ensemble method that constructs
models in a sequential manner, where each subsequent
model aims to correct the mistakes made by the preceding
models. It is extremely efficient in reaching a high level of
prediction accuracy, particularly when dealingwith organized
or tabular data. Gradient Boosting is highly effective in
capturing intricate feature relationships and is especially
beneficial for datasets that contain a combination of different
data sources. Gradient Boosting offers several benefits,
including as superior accuracy and flexibility. However,
it also has drawbacks, including a vulnerability to overfitting,

the requirement for meticulous hyperparameter tweaking,
and significant computing costs [42].
XGBoost, also known as Extreme Gradient Boosting,

is a highly optimized variant of Gradient Boosting that
is specifically engineered for enhanced performance and
faster execution. The software incorporates sophisticated
functionalities such as regularization, parallel processing,
and effective management of missing data. XGBoost is very
efficient at handling extensive datasets and intricate data
structures, providing exceptional accuracy and scalability.
The model excels in terms of its performance, speed,
and its capacity to effectively manage bias and volatility.
Nevertheless, the process of fine-tuning can be intricate and
demands significant computer resources, hence rendering
it less appropriate for smaller datasets or constrained
computational settings [43].
Long Short-Term Memory (LSTM) is a specific form of

recurrent neural network (RNN) that is specifically developed
to analyze and represent sequential and time series data.
LSTM networks excel at acquiring long-term dependencies
and managing sequences of varying lengths, rendering them
well-suited for tasks in natural language processing, speech
recognition, and time series prediction. The Long Short-Term
Memory (LSTM) model excels at detecting temporal depen-
dencies and making accurate predictions of future values by
leveraging past observations. LSTM has significant benefits
in its capacity to effectively process sequential data and
handle complex relationships over lengthy periods of time.
Nevertheless, LSTM networks are characterized by their high
computational cost, reliance on substantial data quantities,
and the difficulty in fine-tuning and interpreting them [44].

G. RESULTS AND MODEL DEPLOYMENT
We assessed the performance of these models by utilizing
Mean Absolute Percentage Error (MAPE) and Root Mean
Square Error (RMSE). MAPE measures the accuracy of a
model by calculating the percentage error for each prediction
and averaging these percentages [45]. A lower MAPE value
means that the model’s predictions are closer to the actual
values. A higher MAPE value means there are larger errors
in the predictions. RMSE measures the square root of the
average squared differences between predicted and actual
values. A lower value of RMSE means that the differences
between predicted and actual values are smaller. A higher
RMSE value means there are larger errors in the predictions.
Figure 6 displays the MAPE and RMSE values for the reach
and longevity vectors based on the chosen models. The
evaluation results revealed that XGBoost and Random Forest
Regressor models offered the most accurate predictions, with

feature vector = [user_influence,metric_type,metric_value, readability,multimedia_presence] (1)

reach vector = [user_influence,metric_type,metric_value, readability,multimedia_presence, reach] (2)

longevity vector = [user_influence,metric_type,metric_value, readability,multimedia_presence, longevity] (3)
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FIGURE 6. This figure presents the performance metrics of different models used for predicting the reach and longevity of tweets.

Algorithm 1 Impact Factor Prediction Algorithm
Require: tweet_id, user_profile, network, historical_data, metric_type
Ensure: impact_factor, predicted_reach, predicted_longevity
1: function CalculateUserInfluence(user_profile)
2: engagement_rate← 0.519× retweet_rate+ 0.201× reply_rate+ 0.201×mention_rate+ 0.079× other_tweet_rate
3: influence← 0.4425×followers_count+0.1753×engagement_rate+0.1753×respond_degree+0.07×verified_status
4: return influence
5: end function
6: function ExtractFeatures(tweet, user_profile, network, metric_type)
7: user_influence← CalculateUserInfluence(user_profile)
8: centrality← CalculateCentrality(network, metric_type, tweet.author_id)
9: readability← CalculateReadability(tweet.content)

10: multimedia_presence← CheckMultimedia(tweet.content)
11: return [user_influence, centrality, readability, multimedia_presence]
12: end function
13: function CalculateImpactFactor(tweet_id, user_profile, network, historical_data, metric_type)
14: tweet← FetchTweet(tweet_id)
15: features← ExtractFeatures(tweet, user_profile, network, metric_type)
16: predicted_reach← ReachModelPredict(features)
17: predicted_longevity← LongevityModelPredict(features)
18: impact_factor← (predicted_reach+predicted_longevity)

2
19: return impact_factor, predicted_reach, predicted_longevity
20: end function

XGBoost slightly outperforming Random Forest Regressor.
We visualized these results using graphical representations,
showcasing the predictive accuracy and the distribution of
errors across the models.

In the final step, we deployed the trained models to predict
the reach and longevity of tweets in real-time. In summary,
the Algorithm 1 accepts five inputs: tweet_id, user_profile,
network, historical_data, and metric_type, and generates the
impact_factor, predicted_reach, and predicted_longevity as
outputs. The process starts with the CalculateUserInfluence
function (lines 1-4), which determines a user’s impact by
analyzing many interaction indicators, including retweet
rate, reply rate, mention rate, and other tweet rates. The

engagement rates are given weights and then aggregated to
get the total engagement rate (line 2). The final impact score
is determined by taking into account the number of followers,
engagement rate, response degree, and verification status
(line 4). The ExtractFeatures function (lines 5-11) extracts
relevant features from the tweet and the user’s profile. The
program computes the user’s influence (line 6) by using
the CalculateUserInfluence function that was previously
developed. It then determines the centrality of the user in
the network (line 7), analyzes the readability of the tweet
(line 8), and checks for the existence of multimedia content
(line 9). The CalculateImpactFactor method, located between
lines 12 and 20, retrieves the tweet from line 13 and assesses
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TABLE 3. Misinformation detection output example for March 5, 2021.

if it has visual content on line 14. Subsequently, it retrieves
characteristics from the tweet and user profile (line 15) and
employs these characteristics to forecast the tweet’s reach
and duration (lines 16-17) by using pre-trained models. The
impact factor is calculated as the average of the predicted
reach and predicted longevity (line 19).

V. RESULTS
We implemented a holistic framework to investigate the
dynamics of misinformation distribution among Twitter
communities. This approach incorporates centrality measures
to identify influential nodes and assess their impact on
the propagation of erroneous information. By applying our
methodology to a 24-hour dataset, we constructed separate
networks based on user interactions, including retweets, men-
tions, and replies. Our analysis demonstrates that individuals
who publish untrustworthy tweets significantly influence
the spread of misinformation, especially if they occupy
prominent or influential positions within their respective
networks and communities on a given day. Significant
nodes within these groups were identified using centrality
criteria, specifically Degree Centrality, Closeness Centrality,
and PageRank. Notably, individuals classified as unreliable
and occupying influential roles within their communities
demonstrated a substantial impact on the dissemination
of false information. Conversely, nodes considered less
significant within the network had a lesser impact on the
spread of misinformation. This underscores the crucial role
that node relevance plays in defining the dynamics of
information flow within social networks. We also developed

FIGURE 7. Application interface for simulation and analysis conducted on
March 5, 2021 [28].

a user-friendly graphical user interface (GUI) program to
simplify simulation and analysis [28]. This application in
Figure 7 allows for the smooth execution of all framework
components. The tool enables researchers to investigate and
assess the dissemination of misinformation across diverse
scenarios and configurations, facilitating the study of varied
conditions.

The research conducted on a dataset obtained on March 5,
2021, yielded significant insights into misinformation detec-
tion and its relationship with network architecture and node
significance. The findings of all centrality and other metrics
employed in research questions 1 and 2 were acquired.
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TABLE 4. Evaluation of misinformation spread from influential users.

Table 3 presents the results of the misinformation detection
analysis, highlighting key metrics such as network type,
centrality metrics, community size, and algorithm values.
These metrics provide a comprehensive understanding of
node importance and their contribution to the spread of
misinformation within Twitter communities. The visual
representation of the analysis results illustrates the critical
metrics, offering a detailed depiction of the role and
significance of nodes in disseminating misinformation within
Twitter communities.

The fourth research question examined the influence of
a false tweet disseminated throughout the day, considering
the popularity and significance of users across various
types of social networks. We established two methods for
conducting this analysis. One algorithm focused on the
duration of a tweet’s presence on the network, while the
other algorithm focused on the extent ofmisinformation’s dis-
semination among network users. To understand the impact
and dissemination patterns of misinformation, we analyzed
the influence metrics of the top 10 most influential users
on March 16, 2021. The key metrics considered were user
influence, degree, betweenness, and closeness. These metrics
help us comprehend how central these users are within the
network and their potential impact on information spread.
The top 10 users and their respective metrics are summarized
in Table 5.

Next, we evaluated the spread of misinformation by
comparing the actual reach and longevity against the
predicted values generated by Algorithm 1. Our hypothesis
is that influential users spreading misinformation would
result in longer-lasting and more widespread dissemination
compared to truthful information. Table 4 summarizes the

TABLE 5. Top 10 most influential users on March 16, 2021.

results of the top misinformation tweets, including metrics
like reach, longevity, predicted reach, predicted longevity,
and the impact factor. User10 had the highest influence
score (1067.36), followed by User6 (746.69), indicating their
significant potential to spread information widely. While the
degree and betweenness centrality metrics were generally
low, suggesting that these users might not always be the
primary conduits in the network, their high influence scores
were derived from a combination of other metrics such as
the number of followers, retweets, mentions and replies.
This implies that their influence is exerted through direct
interactions and engagement with their followers rather
than acting as intermediaries in the network. The actual
reach and longevity of tweets were generally in line with
the predictions of Algorithm 1, validating its accuracy
in forecasting the spread of misinformation. Tweets with
higher influence metrics (e.g., from User1 and User2) tended
to have a higher impact factor, indicating that influential
users have a more significant effect on the longevity and
reach of misinformation. Notably, misinformation tweets
from influential users like User6 and User10 exhibited high
longevity, aligning with the hypothesis that misinformation
tends to persist longer within the network. Misinformation
tweets had a higher reach and longevity compared to truthful
tweets with similar influence metrics, supporting the idea that
misinformation spreads more widely and lasts longer. This
suggests that influential users play a crucial role in spreading
misinformation. The predictive capabilities of Algorithm 1
were validated, showing its effectiveness in forecasting the
spread of misinformation. This underscores the need for
targeted interventions to mitigate the impact of influential
users in spreading false information.

In order to perform a more in-depth analysis of how
the presence of multimedia and the ease of reading affect
the dissemination of false information, we carried out
further experiments. Our observation revealed that tweets
that included multimedia features such as images or videos,
as well as those with better readability ratings, had a notably
greater reach and longer lifespan. Including multimedia
content in a tweet increases its engagement, making it more
probable to be retweeted and shared extensively. This is
consistent with the results of the ‘CalculateImpactFactor’
function, which indicates that the existence of multimedia is
an important characteristic in our model retrieval algorithm.
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FIGURE 8. Average like and reply reactions for tweets between March 5, 2021 and March 15, 2021.

FIGURE 9. Average mention and retweet reactions for tweets between March 5, 2021 and March 15, 2021.

For example, in Table 4, Tweet1, which contains multimedia
content and has a good readability score, had the greatest
reach (1,413,293) and lasted for 5 days. On the other hand,
Tweet9, which did not have any multimedia material and
had a lower readability score, had a much smaller audience
(53,265) and did not last as long (0 days). Moreover, the level
of readability significantly impacts the ease with which the
audience can receive and comprehend information. Tweets
with greater readability ratings exhibited higher levels of
engagement, resulting in more interaction and spread. For
instance, Tweet3, despite having a high reading score and
no multimedia elements, managed to get a remarkable reach
of 929,196 and remained relevant for a duration of 10 days.
This highlights the considerable impact that readability alone
may have on the extent of dissemination. Nevertheless, when
multimedia presence and high readability are combined,
as seen in Tweet1, it leads to the most effective spread of
misinformation.

In study question 5 in the introduction section, we investi-
gated whether individuals show a greater inclination to spread
false information compared to their inclination to spread true
information. In relation to this investigation, we examined
the dataset in the following manner. We conducted a
comprehensive analysis of all tweets that were published
during a period of 10 days, specifically from March 5,
2021 to March 15, 2021. Next, we used a filter to exclude
tweets that were newly posted on that particular day and had
not been retweeted, discussed, or replied to. Subsequently,
we examined the responses to these tweets on the very
same day. The analyzed reactions encompassed metrics
such as the quantity of likes, retweets, mentions, and
replies. Subsequently, we conducted a comparative analysis
of misleading and accurate information for each individual
response. We generated four compared graphs throughout
our analysis of the ten-day period. Figure 8a displays the
average reaction in the form of likes, Figure 8b displays
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TABLE 6. An example analysis table for reactions of influential and not influential people for daily network at March 5, 2021.

FIGURE 10. Total reaction comparison according to the author type.

the average reaction in the form of replies, Figure 9a
displays the average reaction in the form of mentions, and
Figure 9b displays the average reaction in the form of
retweets. According to the graphs, a small amount of tweets
(about 1 or 2 percent) were identified as misinformation.
However, it is seen that this misinformation received a higher
number of user reactions, such as likes, replies, mentions, and
retweets.

A subsequent analysis was also performed on the same
question. In this research, we examined influential individ-
uals previously identified from networks on a certain day.
An analysis was conducted to compare the tendency for
disseminating false information across various categories
of users during a 24-hour period. On March 5, 2021,
a comparison was made between five influential individuals
who spread misinformation, five significant individuals who
share accurate information, five individuals who spread
misinformation but are not significant in the network, and
five individuals who share accurate information but are not
significant in the network. This comparison was based on

centrality metrics and user popularity. The acquired data is
displayed in Table 6. Upon examining the table, it is evident
that those who had influence within the network on that
particular day and disseminated false information received a
greater number of reactions. Conversely, those who possessed
influence but provided accurate information earned fewer
reactions. When conducting the same research on individuals
who lack significance and popularity within the network,
it becomes clear that the inclination towards misinformation
is once again elevated. Figure 10 also shows the total number
of reactions (likes, mentions, retweets, replies) by user type
(popular credible and non-credible users, not popular credible
and non-credible users) to tweets posted on the same day.

VI. CONCLUSION
An analysis of Twitter data on the discussions around
COVID-19 immunization uncovers a multifaceted environ-
ment characterized by the exchange of information, user
engagement, and the dissemination of false or misleading
information. Key users, known as ‘‘super spreaders,’’ have a
significant impact on spreading both reliable and deceptive
information. Their influential roles within the network
magnify their impact, emphasizing the need to include these
people in disseminating accurate information. Echo cham-
bers, which are characterized by users mostly seeing opinions
that match with their own, intensify the dissemination of
misinformation. It is essential to use techniques such as
encouraging varied interactions and including fact-checking
information in closed groups in order to address this issue
effectively.

The research emphasizes the fast spread of false infor-
mation during times of uncertainty or while discussing
difficult subjects, underscoring the need of prompt and
unambiguous communication from reliable sources. Through
content analysis, reoccurring patterns in misinformation were
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detected, indicating specific areas where public education
campaigns should proactively target and correct widespread
misunderstandings. To address these challenges, it is nec-
essary to adopt a comprehensive strategy that involves
improving social media algorithms to identify and restrict the
spread of false information, promoting partnerships between
public health organizations, governments, and digital plat-
forms, and allocating resources to educate users on how to
assess online information critically.

The study shows the effectiveness of network analysis
methods in comprehending the dynamics of social media
and the spread of misinformation. This methodologymethod-
ically identifies and assesses crucial participants in the
dissemination of information, offering useful insights to
improve public health communication and initiatives aimed
at improving digital literacy. The rapid dissemination of
incorrect information during uncertain times underscores
the need for timely and authoritative communication from
trustworthy sources to minimize the influence of inaccurate
accounts.

In the future, this study presents several opportunities
for more research, such as exploring methods to reduce
the impact of false information and comprehending its
lasting impact on public health practices. An analysis of
the impact of algorithmic recommendation systems on the
amplification or reduction of misinformation might provide
significant insights for social media platforms seeking to
cultivate favorable information environments. Conducting
comparative studies on various platforms and cultural settings
might improve our comprehension of both universal and
distinct aspects of information dynamics influenced by social
media.

To summarize, this research highlights the substantial
difficulties and potential advantages presented by social
media during public health crises. It emphasizes the need
for cooperation between academics, public health authorities,
and social media platforms to use the beneficial parts of
social media while reducing its negative effects. In the rapidly
changing digital environment, it is crucial to be always alert
and innovative in order to successfully negotiate the many
obstacles related to the dissemination of information in the
digital era.
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